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Abstract

Modern societies depend on highly interconnected critical infrastructure, with the energy sector serving
as a foundational enabler for all other sectors. This interdependency increases vulnerability to hybrid
threats, which exploit systemic weaknesses through cyberattacks, physical sabotage, supply-chain
disruptions, and disinformation campaigns. Disruptions in one sector can propagate across dependent
systems, producing cascading failures that compromise public services, urban mobility, healthcare,
water supply, and communications. This paper develops an analytical framework for understanding how
hybrid threats targeting energy infrastructure can induce multi-sector cascading failures. The framework
combines interdependency mapping, dependency-graph modeling, and scenario-based reasoning to
identify the most critical pathways for failure propagation. The research findings show that the
complexity and interconnectedness of modern critical infrastructure magnify the systemic impact of
hybrid threats, demonstrating that resilience cannot be achieved through single sector approaches alone.
The paper concludes with recommendations for enhancing critical infrastructure resilience through cross-
sector coordination, redundancy planning, interdependency-aware risk assessments, and the integration
of cascading-failure modeling into national hybrid-threat mitigation strategies.
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