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Abstract

As Large Language Models (LLMs) have become increasingly integrated into the internet, the
collection and use of conversational data from LLM interactions have introduced both new
potential and concerns. The paper reviews both internal and external applications of LLM
conversational data in light of current regulations. The paper also highlights the conversational
dataset’s preprocessing step of filtering and labeling, which are shown to enhance the
efficiency in both internal and external applications. Internally, this paper describes the use of
conversational data for fine-tuning and model improvement. This paper will cover the main
types of fine-tuning, including supervised fine-tuning, reinforcement learning from human
feedback, and multi-turn dialogue supervised fine-tuning. Externally, conversational data
supports user analytics and behavior predictions across both large and small populations. But
both applications are heavily dependent on various elements of conversational data around
quality and quantity. In addition, constraints on accessing high-quality data continue to hinder
the development of conversation-based user analytics. The paper addresses different
constraining factors that create a disparity between large and small Al companies, including
current LLMs' privacy policies and governance frameworks, such as the General Data
Protection Regulation (GDPR), the California Consumer Privacy Act (CCPA), and the EU
Digital Markets Act (DMA). Ultimately, the areas of improvement that emerge in this paper
lead to a set of recommendations for SMEs and policymakers to leverage between LLMs’
beneficial capabilities and privacy concerns.

Keywords: artificial intelligence; conversational data; large language models; prediction;
privacy

1. Introduction

At its beginning, the Internet was largely in a “read-only” format, often referred to as "Web
1.0," characterized by a small number of hypertext publishers and minimal user interactions
(Naik & Shivalingaiah, 2009). In recent years, user interaction has increased, enhancing user
interconnection and ushering in “Web 2.0” (Naik & Shivalingaiah, 2009). Web 2.0 is a “read
and write” stage of the internet, where users can create, edit, and consume information (Naik
& Shivalingaiah, 2009). According to International Data Corporation (IDC)’s “Data Age 2025
report, the global data production is predicted to surpass 446 million terabytes of data per day
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(Reinsel et al., 2017). Although the relationship is not empirically proven, increased generative
AT’s data production coincides with the growth in global data production as global datasphere
subject to data analysis is projected to reach 5.2 zettabytes, increasing by a factor of 50 from
the previous year with 1.4 ZB of that data expected to be analyzed through Al (Reinsel et al.,
2017). As Al plays a crucial role in data analysis, AI’s unprecedented data production scale as
a crucial resource in today’s data-demanding era.

Al describes systems that replicate human intelligence on tasks like learning, reasoning, and
problem-solving. Generative Al, a subset of Al refers to models that provide an Al-generated
output, often in the form of text or images. Large Language Models, a narrower subset of
Generative Al, are built using deep learning models and large text corpora that generate
relevant and personalized responses that tailor outputs to individual user needs (Liu et al.,
2025). Well-known Al models such as ChatGPT, Gemini, and DeepSeek are examples of such
LLMs. According to the privacy policies of Large LLMs, the data stored in LLM interactions
falls into two major types: account information and conversation content (DeepSeek, 2025;
OpenAl, 2025). A common form of data, account information, contains the user’s credentials
for private identification. Conversational data is a large text-based interaction data between the
user and the LLM, including user inputs, outputs, and feedback.

Conversational data has become a more common form of data that is now obtainable by Al
model dialogues. Initially, conversational data was obtained through areas such as human-to-
human chat logs, call recordings, and email interactions. Unlike earlier dialogue corpora, which
contained comparably a small number of samples, datasets such as LMSYS-Chat-1M, a
publicly available one-million-LLMs conversational dataset, empirically demonstrate that
conversational logs now exist at a million-conversation scale, establishing conversational data
as a large-scale data resource (Zheng et al., 2023). With large amounts of LLM-sourced
conversational data, these data are utilized in fields within and beyond the LLM. Internally,
conversational data is used to fine-tune LLMs that improve performance in accuracy rate and
create domain-specific models. Externally, conversational data is used in user analytics, with
population behavior prediction and conversational recommendation models that enhance
personalization.

The potential of conversational data across various fields beyond Al raises the question: What
are the internal and external applications of conversational data in large language models? To
address this question, the paper synthesizes various academic literatures and government
regulation documents on conversational data applications using a structured review
methodology described in the following section. The paper will discuss the usage of
conversational data after an initial pre-processing stage, including its potential application in
fine-tuning (internal) and user analytics (external). In addition, this paper will review the state
of privacy policies and practices around conversation data sharing at large AI companies and
caution against potential future harms, and identify risks under laws such as GDPR, CCPA,
and the EU Digital Markets Act.

info@retconf.org www.retconf.org



I ‘” _T International Academic Conference on

Intemational Acaderric Conference On Research in
ENGINEERING and TECHNOLOGY

18 — 20 September 2025
Prague, Czech Republic

2. Methodology

This study employs a structured narrative literature review procedure that adheres to promising
academic standards for reproducibility.

2.1 Search Pipeline

Academic sources that primarily focus on fine-tuning (internal) applications, user analytics
(external) applications, privacy policies, and governance frameworks of conversational data in
LLMs are collected. Academic literature was collected through databases, journals, and
conference proceedings: arXiv, ACM Digital Library, Elsevier Procedia Computer Science,
AAAI Conference on Artificial Intelligence Proceedings, International Conference on Machine
Learning and Computing, OSF Preprints, and Seagate Technology White Paper repository.
This literature includes both peer-reviewed and preprint studies. In addition, privacy policies
and regulatory frameworks (e.g., CCPA, GDPR, DMA, OpenAl, and DeepSeek policies) were
individually collected through official organization or government websites, with the retrieval
date. The search was conducted through keywords paired with Boolean keywords (AND, OR)
and logical operators (&&, ||). Representative query strings for LLMs' application included:
(“Large Language Models” OR “LLMs”’) AND (“conversational data” OR “chat data””) AND
(“fine-tuning” OR “reinforcement learning from human feedback™) AND (“privacy” OR “user
analytics”). Representative query strings for privacy policies and regulatory frameworks
included: (“Al regulation” OR “data protection””) AND (“GDPR” OR “CCPA” OR “privacy
policy”’) AND (“LLM” OR “conversational model”). Academic literature published from 2021
to 2025 was searched, encompassing the active publication and development of research on
LLMs. However, works that precede this range were collected if the source built contextual
foundations (e.g., Naik and Shivalingaiah, 2009) or were government privacy policies (e.g.,
the 2016 General Data Protection Regulation). One academic source, the 2017 Seagate
Technology report, served as an outlier, as it provided relevant early data infrastructure
analysis; more recent datasets and technical white papers of Seagate Technology report
required proprietary access, thus did not comply with the section 2.2.1 Inclusion and Exclusion
Criteria.

2.2 Screening Pipeline

Throughout the entirety of the screening procedure, the paper followed SANRA (Scale for the
Assessment of Narrative Review Articles)'s best-practice guidance for narrative literature
reviews to emphasize transparency and academic study selection. Gathered academic sources
go through a first manual screening under the 2.2.1 Inclusion and Exclusion Criteria. The
qualified academic sources go through a secondary screening phase of quality appraisal. The
quality of the studies was evaluated to ensure methodological transparency, relevance, and
reliability. The quality was assessed through section 2.2.2 Quality Appraisal Criteria, a three-
dimensional rubric under SANRA’s evaluation standards. Each study is given a numerical
score out of 60, with each section worth 20 points and allowing decimal scoring. Then, a
comparative statistical analysis was done to produce a High, Moderate, or Low label over these
criteria. High-quality scores are above the score mean + one standard deviation (SD).
Moderate-quality scores are within + one SD of the mean. Low-quality scores are more than
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one SD below the mean. The High and Moderate studies were included in the final synthesis,
while Low-rated works were excluded from the paper. During synthesis, recurring topics or
disputing academic insights went through additional manual screening to be properly
synthesized or disregarded. However, disputing studies were excluded only when contradictory
conclusions were asserted through insufficient methodological transparency or incompatible
analytical scope; disagreement alone was not considered as a basis for exclusion. Lastly, the
qualified academic literature was coded using thematic grouping for better information
organization. The thematic grouping labels correspond with the section names of the paper.

2.2.1 Inclusion and Exclusion Criteria
Studies were included if they:
e Addressed specifically, LLM-sourced conversational data.

e Provided academic information on fine-tuning, user analytics, or privacy governance
involving conversational data.

e Publicly accessible and written in English.

e Exclusion criteria ruled out:

e Heavily opinion-based literature.

e Papers with a lack of transparency and relevance.

e Out-of-scope works.

e Personal, confidential, or proprietary sources are not available to the public.
2.2.2 Quality Appraisal Criteria

1. Methodological rigor: Does the study employ a proper experimental design and
analytical framework?

2. Empirical grounding: Are the results and statements supported by credible and verified
evidence and sources (e.g., quantitative data, reproducible experiments, or referenced
datasets)?

3. Relevance and scope: Does the content directly address fine-tuning, user analytics, or
conversational data governance within the context of LLMs?

2.3 Study Selection Flow

Disregarding government frameworks and LLM privacy policy, a total of 63 academic studies
were initially retrieved under section 2.1 Search Pipeline. In the first manual screening, 2.2.1
Inclusion and Exclusion Criteria, 53 academic studies were qualified. In the second manual
screening of section 2.2.2 Quality Appraisal Criteria, 36 sources were qualified. Lastly, four
additional sources were disregarded, two sources with recurring topics and two sources with
disputing academic opinions, resulting in 32 sources for synthesis.
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Figure 1: PRISMA-style flow diagram of study selection
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Table 1: SANRA-Based Quality Appraisal Scores for Included Studies

SANRA-Based Scoring Outcomes of Included Studies

Reference o LRi;n'r gical G'm;.'.‘;i"; y 'sﬂw Total (60) Tier
Albalak etal. (2024) 17.0 16.5 17.0 50.5 High
" Chaudhari et al. (2025) 17.0 165 | 170 50.5 High
Chen & Mueller (2024) 17.0 16.5 17.0 50.5 High
Ding et al. (2023) 175 | 180 | 185 | 540 | Hgh
Du et al. (2024) 175 | 170 | 180 525 High
Friedman et al. (2023) 16.0 185 17.0 48.5 Moderate
" Gumusel et a. (2024) 155 __ 1 gé = _1?.0_ | 470 | Moderate
Hikansson & Philips-Wren (2024) 15.5 15.5 16.5 52.5 Moderate
Henriksson et al. (2025) | 17.0 | 175 17.5 52.0 High
Kaufmann et al. (2023) [ 170 | 175 175 50.0  Moderate
letal. (2024) | 1.5 | 160 175 | 500 | High
Liu et al. (20252) 155 16.0 172.5 50.0 Moderate
Liu et al. (2025b) 16.5 16.0 17.5 50.0 Moderate
Mendu et al. (2025) 175 17.5 16.5 50.0 High
Pareia et al, (2024) 16.5 16.0 17.5 51.0 Moderate
Polo-Rodriguez et al. (2025) 165 [ 160 17.5 48.0 Moderate
Reinsel et. (2017) 16.5 | 16.0 16.5 50.0 High
Shah et al. (2023) | 155 | 160 16.5 50.0 High
Shen (2024) B | 165 160 | 175 500 | Moderate
Shen et al. (2023) 16.5 16.0 17.5 50.0 High
Song et al. (2025) [ 175 175 17.0 50.0 High
Stranisci & Hardmeier (2025) 17.0 17.5 | 16.5 50.0 High
Tan et al. (2024) [ s 17.5 17.0 50.0 | High
Shah et al. (2023) 16.5 16.0 17.5 50.0 Moderate
Shen (2024) 165 16.0 17.5 50.0 High
Shen et al. (2023) 16.5 16.0 17.5 50.0 Moderate
Song et al. (2025) 17.5 16.0 17.5 515 High
Villui et al. (2021) 17.0 175 16.5 525 High
Yietal. (2024) 175 175 175 | 520 | High
Zhang et al. (2025) 17.0 175 17.5 520 High
Zheng et al. (2023) 17.0 75 | 180 52,5 High

2.4 Limitations of the Review Method

The scope of the methodology is limited to publicly accessible and English-written
publications. Some academic literature has transitioned from public access to private, such as
“Fine-Tuning LLMs for Multi-Turn Dialogues: Optimizing Cross-Entropy Loss with KL
Divergence for All Rounds of Responses,” which contradicts our “2.2 Inclusion and Exclusion
Criteria.” Proprietary and private LLM documentations were excluded from the literature. This
review does not evaluate publication bias. Both peer-reviewed and preprint sources were
included due to the rapid publication cycles characteristic of LLM research. In particular, arXiv
preprints were justified for inclusion because of the recency of LLM conversational data
applications, which leads to the scarcity of peer-reviewed literature around the topic. Therefore,
preprints represent current and relevant academic insights that have yet to appear in established
journals. Additionally, the screening pipeline’s heavy reliance on manual review may have
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failed to adhere to all perspectives around fine-tuning (internal) and user analytics (external)
applications. At last, there is a difficulty in establishing causal relationships between
conversational data usage and observed outcomes. Many studies rely on observational logs and
retrospective datasets, which constrain causal inference. Factors such as dataset composition,
annotation practices, and deployment context frequently act as confounders, making it
challenging to isolate the independent effect of conversational data characteristics.

3. Preprocessing State of Conversational Data from LLMs

Conversational data derived from LLMs undergoes a preprocessing stage, which consists of
filtering and labeling.

3.1 Filtering

For the usage of LLMs' conversational data, filtering is a step that ensures safety in high rates
of toxic data in LLM conversations. Across the Common Crawl, Colossal Clean Crawled
Corpus (C4), and FineWeb datasets, Perspective API measurements, and keyword-based
sensitive-topic classifiers found that 2.1—4.1% of the content was toxic and approximately 3.4—
10.6 % covered sensitive topics (Mendu et al., 2025). Although an additional layer of
processing may lead to a large consumption of resources, the improvements in the quality and
safety of these datasets are crucial for various applications.

First, the retrieved LLMs' conversations go through a filtering stage with data anonymization
techniques, such as removing personally identifiable information (PII). Anonymization is
conducted to protect sensitive information during fine-tuning and to comply with all relevant
privacy policy regulations (Du et al., 2024; DeepSeek, 2025; OpenAl, 2023). Then,
conversational data is filtered into two main factors: quality and safety (Stranisci & Hardmeier,
2025). In filtering for quality, low-quality data are often determined through a comparative
evaluation with a predefined set of high-quality data (Stranisci & Hardmeier, 2025). These
comparative evaluations are followed by analyzing factors such as turn length, task
completeness, contextual relevance, and linguistic coherence (Stranisci & Hardmeier, 2025).
Following this, toxic content is filtered to avoid training LLMs with harmful material.

The filtration procedure consists of both manual filtering and automated filtering methods.
Manual inspection can be utilized when automated filtering procedures misclassify low-quality
data (Albalak et al., 2024). However, manual filtering requires large manual human
intervention, resulting in large time and cost consumption (Albalak et al., 2024). On the other
hand, LLM-based automated filtering procedures, such as the FinerWeb-10BT dataset, employ
LLM models like GPT-40 mini and DeBERTa-v3 classifiers to filter a 10-billion-token subset
of FineWeb, a size difficult to conduct in manual pipelines (Henriksson et al., 2025). However,
manual filtration intervention may be required in the event of failures. Together, both
automated and manual filtering steps allow for safe usage of the conversational dataset.

3.2 Labeling

Filtered conversational data undergoes a labeling procedure. Labeling, also known as data
annotation, is the process of annotating raw data (Tan et al., 2024). The filtered conversational
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datasets are labeled by factors such as contextual depth analysis, confidence score assignment,
preference labeling, relationship annotation, adding temporal sequences, and more (Tan et al.,
2024). This procedure allows a transition from unstructured conversational data to an annotated
format that enhances analysis performance.

Data labeling can be either manual or automatic, depending on the scale necessary. Manually
engineered prompts, alignment via pairwise feedback, and automated feedback are three major
methods of LLM-based data labeling (Tan et al., 2024). Manually engineered prompts involve
prompting an LLM to respond to a certain class of input in a predefined structure (Tan et al.,
2024). Alignment via pairwise feedback involves human feedback to select between potential
responses (Tan et al., 2024). Lastly, automated feedback involves an LLM providing feedback
independently to itself (Tan et al., 2024).

Data labeling procedures create an organized structure necessary for LLMs' fine-tuning and
user analytics. In internal fine-tuning applications, labeled response pairs were shown to
improve downstream benchmark performance levels with less dependency on the dataset size
(Harada et al., 2025). In external user analytics applications, annotated conversational data
resulted in a higher accuracy in predicting personality traits and user intents (Peters et al.,
2024). Overall, the labeling stage of conversational data is a crucial driver for successful data
applications.

4. Fine-Tuning LLMs
4.1 Preprocessed Conversational Data in Fine-Tuning

Fine-tuning is a method of further training a pre-trained LLM to enhance its performance level.
LLMs' conversational data is the prime source used to conduct LLM fine-tuning. As stated
above, fine-tuning benefits from the filtering and labeling process of conversational data. The
preprocessed dataset carries a higher downstream accuracy advantage. Across 12 benchmarks,
including MT-Bench and AlpacaEval v2.0, 7-9 billion parameter language models consistently
yielded higher average performance gains compared to their base counterparts (Harada et al.,
2025). In Vuli¢’s 2021 research, the CONVFIT framework is configured with Stage 1 (2 % of
the Reddit corpus dataset, 700M+ pre-processed context and response pairs) and Stage 2
(Online Contrastive Learning objective). On BANKING77, RoBERTa + Stage 1 + Stage 2
reached 91.36 % (30-shot) and 94.16 % (Full) compared to the no-Stage 1 variant in all 10-
shot, 30-shot, and Full setups (Vuli¢ et al., 2021). Interestingly, a study showed that a fine-
tuned LLaMA-2-7B-Chat on the Alpaca dataset’s top 1K filtered long-response subset
achieved higher GPT-4 win rates (68%) than models trained on the full unfiltered datasets
(20%) (Shen et al., 2024). Similar to this state, a study found that a LLaMA-13B, filtered 1.5
million multi-turn dialogues, achieved an average score of 9.023 (£0.952), similar to Vicuna-
13B, filtered 70 thousand ShareGPT conversations, which resulted in 8.961 (+0.718) (Ding et
al., 2023). This does not validate that the dataset size is entirely independent between filtered
and unfiltered dataset trainings, but it is a positive indication of the efficiency of preprocessed
conversational data in LLM fine-tuning procedures.
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4.2 Type of Fine-Tuning

There are numerous methods of using LLM-derived conversational data for fine-tuning. Some
of the most ubiquitous methods include supervised fine-tuning, reinforcement learning from
human feedback, and multi-turn dialogue supervised fine-tuning.

4.2.1 Supervised Fine-Tuning

Supervised fine-tuning (SFT) is a major fine-tuning method for conversational data for the
first-stage LLM training stack (Kaufmann et al., 2023). SFT provides a set of human-
supervised prompts and responses to the LLM for training. These supervised prompts and
responses are sometimes manually fabricated for specific purposes, but more often collected
from already-preprocessed data to operate at scale (Pareja et al., 2024; Shen, 2024). The data
undergoes human supervision, where prompts and responses are thoroughly selected,
annotated, and ranked by humans. This supervision process makes SFT an effective method
for delivering high-accuracy fine-tuning on a relatively small dataset. One study experiment
on Granite 3B/7B LLMs trained with TULU and LAB datasets reached a competitive MT-
Bench threshold of approximately between 4.39M and 8.06M (Pareja et al., 2024). On Granite-
7B SFT, 1.8 million training samples reached a 6.41 MT-Bench score, 4.39 million samples
reached 6.77, and 8.59 million samples reached 6.83, showing continued gains with
diminishing returns as sample size increases (Pareja et al., 2024).

Counterintuitively, some high-quality data subsets have shown underperformance compared to
arandomly sampled dataset, revealing other underlying factors that may dispute SFT’s positive
correlation between performance level and dataset quality. Studies indicate that there are
various factors that decrease the effectiveness of SFT. SFTs are heavily dependent on factors,
including data familiarity, model alignment, layer-selection strategies, annotation of datasets,
and token length, which imposed a diminishing returns phenomenon with SFTs (Pareja et al.,
2024; Harada et al., 2025). A supervised fine-tuned model with the Alpaca instruction dataset
was evaluated through the GPT-4 pairwise-judging framework across the Self-Instruct,
Vicuna, Koala, WizardLM, and LIMA test sets (Shen et al., 2024). The model, when trained
with the shortest responses, reported a 0.21 winning score, approximately 79% loss from the
baseline (Shen et al., 2024). This demonstrates that SFT accuracy depends strongly on the
quality and verbosity of the conversational data used for training.

Overall, SFT is a frequently used fine-tuning method that produces a high performance level
with relatively small sets of conversational data. However, SFT has an underlying dependency
on the quality of the base model and different factors in conversational data that can lessen this
advantage. Not only this, there are prevalent safety risks; a study claims the risk of membership
inference and hidden data extraction in SFT-trained LLMs, which reconstructs specific data
used in fine-tuning (Du et al., 2024). As these underlying factors are not completely identifiable
and as some scholars raise privacy concerns, SFT needs a more thorough evaluation to create
a plausible evaluation of its effectiveness.
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4.2.2 Reinforcement Learning from Human Feedback

Reinforcement learning from human feedback (RLHF) is a structure of training a model based
on manually given human feedback, or rewards, often given by LLM users (Kaufmann et al.,
2023). Standard RLHF consists of a reward model and (2) a reinforcement model (Kaufmann
et al., 2023). Reward models are trained from sets of manually ranked datasets by humans to
provide an automatic ranking of different LLM outputs (Kaufmann et al., 2023). Following
this, a reinforcement model trains the LLM to produce outputs from the preference-ranked
rewards (Kaufmann et al., 2023). Recent variants introduce direct-preference optimization,
which removes the explicit reward model and trains directly on preference rankings (Chaudhari
et al., 2025). OpenAl’s ChatGPT is a well-known example that provides two responses to the
user and asks to select a better response. These newer RLHF methods, without a reward model,
store human feedback responses in conversation data, adding another source of data collection.
The RLHF method is an important stage that an LLM should implement to automate and
significantly reduce the time spent on labeling and supervising conversation data. As this is the
case, some surveys show recent works that are experimenting with proxy models or selective
sampling to improve data efficiency and minimize cost (Albalak et al., 2024). (Albalak et al.,
2024). Regardless of the approach, RLHF provides advantages such as human preference
alignment, user generalization, and complex task learning (Chaudhari et al., 2025). Still, RLHF
also introduces structural risks such as reward-model bias and membership inference, and data
extraction attacks (Chaudhari et al., 2025; Du et al., 2024).

4.2.3 Multi-Turn Dialogue SFT

Multi-turn dialogue supervised fine-tuning (SFT) is a fine-tuning method that optimizes LLMs
through full conversational histories rather than individual turns. Standard SFT applies loss
solely based on single-turn dialogues, which can limit the sophistication of their responses in
longer conversations (Teng et al., 2024). Unlike single-turn tuning, multi-turn SFT training
shows strength in continuity and output coherence with its sufficient consistency across multi-
round interactions (Teng et al., 2024). Utilizing the foundations from SFT, Multi-turn dialogue
SFT compares the predicted and actual responses to generate a loss measurement (Teng et al.,
2024). This method is more efficient compared to single-turn training, as multi-conversational
context across turns and improves response coherence (Yi et al., 2024). However, it also
introduces pragmatic constraints with its characteristics of “text-overload” (Yi et al., 2024).
Similar to the other two fine-tuning methods, the lengthy multi-turn dialogues, which contain
more text per example, increased the vulnerability of privacy attacks (Du et al., 2024).

4.2.4 Comparative Analysis of SFT Techniques

As three predominant fine-tuning methods vary in cost, scalability, and effectiveness,
understanding each of these fine-tuning methods’ advantages and limitations is important.
RLHF has shown a high accuracy rate, but it is dependent on the accuracy of the reward and
reinforcement model, which are comparably expensive (Chaudhari et al., 2025). On the other
hand, SFT requires less technical implementation of models, but it relies on the quality of
human-curate prompts (Chaudhari et al., 2025). Lastly, Multi-turn dialogue SFT is beneficial
in long-context coherence and consistency. However, there are similar expensive resource
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concerns and inefficiency concerns that arise from its multi-turn dialogue’s characteristics of
redundancy (Teng et al., 2024).

Table 2: Comparative overview of fine-tuning methods using conversational data

Method Process Requirements Strengths Limitations
. Achieves a high level
Conversational data gh ¢ .
. of accuracy. It is Heavily dependent on
. are required to be . ; .
. Human-supervised . comparably easier to | the quality of supervised
Supervised supervised manually | . .
. prompts and . implement with fewer | prompts and responses.
Fine- or automatically. . .
. responses are used technical requirements, | Automated and manual
Tuning . ) (Preprocessed .
to guide and train . as some are covered by |  supervision methods
(SFT) conversational data . .
models. . initial preprocessed | both carry disadvantages
meets this . .
requirement.) conversational (Section 3).
4 datasets.
The manual ranking
. model depends on the
Reinforce
. accuracy of LLM users.
ment Implementation of . .
. Human preference Comprehends real-time | An automated ranking
Learning . manual or automated
rankings or rewards . human preferences model depends on
from . ranking models and . . .
are used to train . with an efficient, technical accuracy. Both
Human . reward models is . .
and guide models. . systematic structure. reward and ranking
Feedback required.
(RLHF) models, compared to
SFT, are difficult to
implement.
The procedure is
Intensive n
Fine-tuning using Large full-length computathn, making it
full-length . . hard to implement
. 5 multi-turn dialogues. Improves
Multi-Turn conversational A . compared to the regular
. . Manual supervision conversational
Dialogue | datasets is used to SFT method. There are
and other coherence and long-
SFT ensure ) . concerns about
. requirements from context understanding.
cohesiveness and redundancy and
. SFT are necessary. . . .
continuity. inefficiency that arise
from the length of the
datasets.

Source: (Pareja et al., 2024, Harada et al., 2025; Shen, 2024; Kaufmann et al., 2023; Chaudhari et al., 2025;
Teng et al., 2024, Yi et al., 2024)

4.3 Current and Future State of Fine-Tuning LLMs

As the prominence of LLMs grows, conversational data is becoming a crucial resource in fine-
tuning LLMs. According to the study, the quality of conversational datasets was underscored
as a crucial factor that correlated with the models' MT-Bench scores (Harada et al., 2025).
Similarly, a filtered high-quality data fine-tuned model of UltraLLaMA scored 9.02 on MT-
Bench, outperforming other lower-quality SFTs (Ding et al., 2023). This study demonstrates
the effectiveness of fine-tuning, but also underscores the critical need for a large volume of
high-quality data. There are numerous constraints to accessing conversational data. First, there
exists only a small amount of publicly shared LLM conversational data. Although
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UltraLLaMA had a comparably high MT-Bench score, ChatGPT outperformed the LLaMA
model trained by UltraChat, a standard public conversational data set (Ding et al., 2023). In a
manual audit of 37 instruction-tuning corpora, there were only four publicly released
datasets—Alpaca, Dolly, OpenAssistant, and ShareGPT—indicating that over 90% of
supervised conversational datasets used in large-scale instruction tuning remain proprietary in
the study. (Albalak et al., 2024). In fact, these valuable datasets are usually restricted from
publication by privacy policies. For instance, DeepSeek’s privacy policy prohibits the selling
or sharing of personal information except to service providers and their corporate group
(DeepSeek, 2025). These policies fundamentally limit smaller LLMs to low-quality data with
high noise rates. Fine-tuning GPT-3.5 Turbo via training on the CLEAR pipeline, high-quality
filtered data, gained 15% performance gains, with 64.5 % to 81.5 % on SQuAD-N and from
56.8 % to 73.0 % on DROP-N (Chen & Mueller, 2024). As high-quality data is often limited
to larger LLMs, relatively small LLMs likely lack fine-tuning accuracy. While addressing these
constraints would be highly beneficial for developing more capable models, rising privacy
concerns make this challenging. Higher accessibility to pre-trained models is indeed found to
increase the risk of Membership Inference Attack (MIAs), targeted at PII embedded in
conversation history (Du et al., 2024). Therefore, striking a balance between privacy concerns
and the benefits of public data sharing for fine-tuning will be crucial in the coming years of
LLM development.

S. User Analytics

Conversational data is recognized as suitable for user analytics due to its structured, time-
stamped records of user intent and behavioral signals (Shah et al., 2023). Because
conversational data undergoes a labeling and filtering process, they exhibit higher feature
consistency, which creates a stronger downstream inference rate (Shah et al., 2023). The ease
of mapping conversational utterances to well-defined intent or behavior categories refers to
"high taxonomy clarity," which improves analytical potential by reducing ambiguity in
downstream classification (Shah et al., 2023). Beyond data alone, many user analytics models
are leveraging Al models with fast computation and large scalability to improve pre-existing
user analytics processes (Shah et al., 2023). A study created a user-intent category and
behavioral context prediction model, using 1,149 Bing Chat conversations from May to June
2023. The model achieved Cohen’s k = 0.72 between GPT-4 and human annotators compared
to a kx = 0.76 in human-to-human agreement, highlighting consistent accuracy rates with
minimal manual intervention (Shah et al., 2023). Initially, user analytics relied on fragmented
tools; however, LLM-powered analytics perform data collection, filtration, and analysis in a
uniform platform, creating a more seamless and scalable solution (Shah et al., 2023). However,
there are still prevalent privacy risks that arise from conversational logs that may be completely
unfiltered, violating one’s personal information.

5.1 Large Population User Analytics

In larger-scale user analytics, conversational data predicts general trends and behaviors that
provide insights in various fields (Peters et al., 2024). A quantitative statistical study of 180 K
domain-specific chatbot conversations across politics, news, and economics compared

12

info@retconf.org www.retconf.org



I ‘” _T International Academic Conference on

Intemational Acaderric Conference On Research in
ENGINEERING and TECHNOLOGY

18 — 20 September 2025
Prague, Czech Republic

performance levels between LLM-based agent responses with real human data from 20,000
Rednote. By utilizing normalized root mean square error (NRMSE) and Kullback—Leibler (KL)
divergence as metrics, the models resulted in a = 6% deviation from human responses in open-
ended social questions (95 % confidence interval [CI] + 2 %) (Zhang et al., 2025). The user
analytics of conversational data can produce close predictions to real human responses in fields
across social science, when a field-specific conversational dataset is available and insight into
large-scale behaviors is needed. Interestingly, throughout 9.5 million smart-vehicle and smart-
home interaction logs covering 487 event types, LLM conversational data recorded a 40%
higher prediction of rare conversational events (those occurring in < 1 % of records) by ~30%
and reduced false-positive activations by 27.4 % (95% CI + 1.2 %) relative to GPT-2 baselines
(Song et al., 2025). The ability to predict rare event scenarios is useful in domains like fraud
detection and financial risk modeling, where rare incidents are drivers of large financial loss.
However, there are also demographic inference concerns in utilizing conversational data for
large population behavior prediction. The demographic inference from conversation metadata
may create unregulated behavioral profiling (Shah et al., 2023). Overall, LLM conversational
data in large population analytics accurately predicts both high and low-frequency events,
allowing their use across various domains; however, there are still significant generalization-
related concerns with demographic inferences.

5.2 Small Population User Analytics

In smaller-scale user analytics, conversational data provides personalization in distinct fields
like advertisements and smart homes (Song et al., 2025). Conversational data equipped with
PII has allowed singular user analysis to provide personalization. Specifically, LLM analysis
of conversational data, even from only a brief conversation, can identify reliable components
of the user’s interest and personality (Peters et al., 2024). In the controlled 566-participant
study, GPT-4 was shown to provide Big Five personality trait inference in both free-form and
short-form conversations around 500 tokens per user (Peters et al., 2024). Compared to self-
reported BFI-2 scores (mean r = 0.44, 95 % CI [0.32, 0.53]), the model-inferred traits provided
a higher accuracy of r = 0.59 for Extraversion (Peters et al., 2024). Through analysis of user
preferences, it can provide a high-performance recommendation model for dynamic
personalization. RecLLM, a fine-tuned conversational recommender system for YouTube
videos powered by LaMDA, has shown example dialogues illustrating its fluency and dynamic
personalization (Friedman et al., 2023). This recommendation model can be applied in fields
such as advertisements or smart home suggestions personalized to the user’s interests.
LEADRE, an LLM-based advertisement recommender, utilizes A/B field experiment around
traffic in WeChat Channels and WeChat Moments and multi-domain conversational logs for
ad retrieval. As a result, LEADRE found to derive a 1.57% increase in merchandise value and
a 1.17% increase in user interaction (Li et al., 2024).

On the other hand, singular analytics of past LLM interactions can physically enhance smart
living environments (Polo-Rodriguez et al., 2025). New elderly house concepts suggest
activities with a fusion of past interactions of the home speaker LLM, sensor-based human-
activity recognition, and UWB-based indoor localization (Polo-Rodriguez et al., 2025). In a
case study of LLM-integrated smart environments on three older adult subjects, the system
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based on past activity logs suggested actions such as playing music while cooking or
recommending relaxation routines (Polo-Rodriguez et al., 2025). Together, smaller-sized user
analytics demonstrate potential for delivering personalization in fields across commercial and
assistive applications. However, similar to large population user analytics, conversational
micro-targeting reveals privacy risks with the violation of personal information.

5.3 Current and Future State of User Analytics

Conversational data has shown a central role in user analytics, but there are constraints in
accessing high-quality interaction logs that remain concentrated within a small number of
commercial providers (Zheng et al., 2023; Friedman et al., 2023). Just as with fine-tuning, user
analytics has limited access to LLM conversational data. Both DeepSeek and OpenAl’s privacy
policies claim not to share or sell any conversational data to third parties, including targeted
advertisers, which limits the use of conversational data for targeted user analytics by third-
party companies (DeepSeek, 2025; OpenAl, 2023). However, DeepSeek provides its LLM
interactions to “analytics services providers," and OpenAl offers conversation data to “web
analytics services” under the terms of enhancing LLMs and conducting research (OpenAl,
2023). These restrictive privacy policies are implemented to avoid privacy harms such as
monitoring, aggregation, linkability, and behavioral manipulation (Gumusel et al., 2024).
There are four major privacy risks in utilizing conversational data for analytics: monitoring,
aggregation, linkability, and behavioral manipulation (Gumusel et al., 2024). However, the loss
from strictly restricting access to these data is also significant. A reflection of fine-tuning
applications, the accessibility gap in high-quality LLMs' conversational data creates a divide
in creating efficient user analytics applications. At the same time, the privacy risks raise
compliance challenges (Ding et al., 2023).

5.3.1 Current and Future State of Large Population User Analytics

Large-population analysis with LLM interaction data enables the prediction of trends and
behaviors, but the accessibility constraints of high-quality datasets limit the scope. Publicly
released LLM conversational data lacks in quantity, does not reflect recent behaviors, and often
lacks specialized domains. For instance, public proprietary corpora such as UltraChat contain
1.5 million dialogues, whereas Chat GPT is trained with billions of various private tokens
(Ding et al., 2023). Moreover, public LLM datasets like LMSYS-Chat-1M do not include very
recent chat interactions with users. Additionally, the majority of publicly available LLM
conversational data do not offer domain-specific datasets, limiting the previously noted
advantage of providing domain-specific analysis. Domain-specific conversational datasets
yield stronger performance gains in domain-specific LLMs. In the smart-vehicle behavior
prediction model, two proprietary vehicle-interaction data sets of CarLog-1 and CarLog-2, with
9.5 million smart-vehicle events, each improved class-wise Hit@K metrics for rare events
accuracy by roughly 40% and 30% (Song et al., 2025). The relative scarcity of high-quality
data has led many to the solution of creating repeated synthetic data, which is classified as low-
quality data. To preserve the benefits of large-population analysis in trend prediction in various
fields, the current insufficiency of LLM data will need to be addressed.
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5.3.2 Current and Future State of Small Population User Analytics

While small-population targeted analysis with LLM conversational data provides
personalization in fields such as advertisements and marketing, many large LLMs strictly state
that they do not share or sell for all advertising purposes (DeepSeek, 2025; OpenAl, 2023).
Companies with in-house LLMs can use their own LLM data to improve product
recommendations and personalized advertisements. For instance, Google’s RecLLM can create
a recommendation model using in-house interactions of Google Gemini. But most small
business entities do not operate an independent LLM, with reliance on external sources for
LLM conversational analysis (Zheng et al., 2023). Furthermore, the ambiguous definition
between “personalization” and “advertisements” complicates this constraint. For instance,
personalized smart homes can comprehend interactions of LLM home speakers and suggest
actions like playing a certain music (Polo-Rodriguez et al., 2025). However, the action of
suggesting music from personalized preferences can be considered advertising, violating the
privacy policy of LLMs (DeepSeek, 2025). Moreover, the existing personalization benefits are
also constrained due to the ambiguous statement of advertising in privacy policies. Thus, small-
population targeted analysis faces a similar accessibility issue as large-population targeted
analysis above.

The potential of user analytics with LLM conversational data is substantial across different
population sizes. However, the lack of access to sufficient LLM conversation data hinders these
advances. Several techniques aim to address these constraints. Federated learning, a method of
disregarding personal information; synthetic data generation, a method of fabricating real LLM
conversations; and mitigation of LLM privacy policies are all potential solutions that can lessen
the scarcity of public but privacy-safe LLM conversational data. Ultimately, addressing these
limitations is vital to creating a more inclusive environment for LLM conversational data user
analytics while respecting user privacy.

6. Regulatory and Technical Constraints on Conversational Data, and SME
Implications

6.1 Regulatory Frameworks

The lack of accessibility in the current state of conversational datasets imposes a restraint on
many applications. As there are privacy policy concerns around the use of these datasets,
current government regulatory frameworks, such as the European Union’s General Data
Protection Regulation (GDPR), California’s Consumer Privacy Act (CCPA), and the EU
Digital Markets Act (DMA), enforce regulations that limit the utilization of conversational data
by a third party. According to the European Union’s GDPR, the Union restricts transactions of
personal data (European Parliament and Council of the European Union, 2016). Similarly,
CCPA restricts the sale of identifiable information without consent (California Consumer
Privacy Act, 2018). LLM-sourced conversational data is likely to qualify as personal data under
the GDPR, as regulatory guidance and legal scholarship interpret personal data broadly to
include information that can be linked, directly or indirectly, to an identifiable individual
through persistent or contextual identifiers. Although explicit identifiers may be removed
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during preprocessing, legal guidance distinguishes anonymization from pseudonymization and
cautions that the removal of identifiers alone is insufficient where contextual or semantic
information enables re-identification. Moreover, the personal identifier-removed
conversational dataset is shown to predict its user demographic attributes with an accuracy of
over 80% (Shah et al., 2023). This asserts that conversational data that is anonymized may still
violate the regulatory frameworks. The European Parliament and Council of the European
Union protect the right of erasure, the right to request the deletion of personal data (European
Parliament and Council of the European Union, 2016). Large LLMs comply with the right of
erasure as stated in their privacy policies (DeepSeek, 2025; OpenAl, 2023). However, legal
scholarship recognizes that the GDPR’s right to erasure does not guarantee technical
reversibility of previously trained machine-learning models, particularly where personal data
is no longer directly accessible or individually retrievable. If a large LLM shares its private
conversational datasets, it will fail to comply with a user’s right of erasure on public usage,
violating the European Union’s GDPR (European Parliament and Council of the European
Union, 2016). Legal commentary on the EU Digital Markets Act indicates that its consent and
transparency requirements primarily target cross-service data combination by designated
gatekeepers, thereby reshaping permissible data-sharing practices rather than prohibiting
conversational data processing outright (European Parliament and Council of the European
Union, 2022).

6.2 Trade-Offs: Security Risks

There are also noticeable trade-offs from the benefits of the application. Although there is a 6-
12% improved model performance benefit from conversational data fine-tuning, there is an
overgeneralization that will likely create a source of bias (Harada et al., 2025; Du et al., 2024).
As previously mentioned, both internal and external applications of conversational data are
exposed to membership inference attacks (Du et al., 2024). Even with personally identifiable
information (PII) removed, it is known that a 17-38% recovery is possible of removed personal
information (Du et al., 2024). In the prevention of data reconstruction, differential-privacy
filtering, a more sophisticated encryption method, carries a trade-off in a 15.3% accuracy drop
on GSM8K (Chen & Mueller, 2024). Another possible resolution to security concerns is
synthetic data creation, discussed in section 5.3.2. As these security concerns and strict
government regulations are implemented, large LLM entities retain conversational datasets for
private use. Better accessibility in conversational data leads to beneficial internal and external
applications, yet there are dominant security risks regardless of current safeguard
implementations.

6.3 Recommendations for Large-Sized Enterprises and Policymakers

Small and mid-sized enterprises (SMEs) are disadvantaged in accessing high-quality and large
quantities of conversational datasets from LLMs. However, public sharing of private
proprietary datasets will expose personal privacy risks. Hence, the evidence reviewed suggests
four recommendations for large-sized enterprises (LMEs) and policymakers that correctly
leverage the trade-offs:

For large-sized enterprises:
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e Develop improved encryption measures for conversational data that make data
reconstruction difficult while preserving the effectiveness of conversational data in
applications.

e Create shared data-trust or consortium models that allow a reduction in the barriers
between LMEs and SMEs while minimizing the data risks of one LME.

For policy makers:

e Leverage current government frameworks to increase the accessibility of
conversational data to SMEs, but enforce stronger prohibitions against the exploitation
(e.g., data reconstruction) of public LLM-sourced conversational data.

e C(Create a framework that makes public conversational data application activities
transparent. (e.g., a required summary or report in publicly available LME datasets,
verification of SMEs' data integrity, and evaluation of past data management history)

7. Conclusion

This paper has reviewed the widespread uses of conversational data in LLMs, both internally
for fine-tuning model improvement and externally for user analytics. First, conversational data
goes through a preprocessing stage of filtering and labeling for a structured and categorized set
of data. This preprocessed conversational data produces a higher performance level in
subsequent applications. Internally, LLM conversational data can be used to fine-tune LLMs
for better accuracy and alignment. There are different approaches to fine-tuning, such as
supervised fine-tuning, reinforcement learning from human feedback, and multi-turn dialogue
SFT. Each carries unique benefits. Externally, conversational data offers large potential in
analyzing users of both large and small population sizes. Conversational data user analytics of
large populations have shown successful cases of predicting user behavior in specific domains
of information. In smaller population analytics, conversational data offers personalizations
useful for marketing or product tailoring. However, both of these applications face the same
structural challenge of accessibility. With restrictive LLM privacy policies and valid concerns
of user data privacy, there is a limit to accessing high-quality public conversation data. This
issue creates a disparity between large LLM companies, with access to their own conversation
data, and small entities without in-house LLMs in both applications. Developing smaller in-
house LLMs can only go so far; small LLMs' fine-tuned performance levels are underpowered
compared to larger LLMs' ChatGPT. Looking forward, addressing data accessibility issues will
be essential to harness the benefits of LLM conversational data applications.

As LLMs become larger, more powerful, and increasingly integrated into public use of the
Internet, it is important to understand the current and potential uses of their conversational data
in internal and external applications. Policymakers may target the disparities and data concerns
noted here as opportunities to both quicken LLM development and protect user data. These
areas of improvement point towards a future of LLM integration on the Internet that harnesses
their predictive power for user benefit.
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