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Abstract.
Internet of things (IoT) is an emerging technology becoming integrated into our every day
lives as internet enabled devices and humans are getting interconnected seamlessly. However,
recent increase in cybersecurity breaches cause severe concerns about gaps in IoT security
that could compromise mission critical systems with a severe impact on everyone connected
in an IoT network. There is a need to study the requirements of IoT security comprehensively
to identify the constraints on the new computing platform where existing security solutions
cannot be applied. In this paper, we systematically identify the unique security and privacy
requirements of IoT and the associated challenges. We also provide the commonly adopted
IoT authentication methods and the limitations in applying such existing schemes by
identifying significant security vulnerabilities and possible attacks. In addition, we consider
one of the most reliable cryptography based IoT authentication mechanism and demonstrate
an encryption key attack using certain properties of prime number theory. These findings
provide a deeper understanding and awareness of IoT security risks. Further, our study and
recommendations derived thereof open up further research towards the realisation of a more
secure IoT landscape of the future.
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1. Introduction
The Internet of Things (IoT) is the ability of the Internet to provide everyday devices with
network connectivity, allowing them to identify and communicate with each other for sending
and receiving data [1][2]. Today, IoT is beyond hype as the spectrum of application domains
available can be categorised under: i) medical IoT of smart hospitals, ii) municipal IoT that
provide smart homes, smart cities, and smart grid, and iii) industrial IoT with connected
factories, logistics and intelligent automation [3][4][5]. With such devices pervasive and
having smart capabilities to collect and analyze data to automate decisions using least
human interactions, any security breach could have a severe impact on the IoT ecosystem.
Hence, IoT security is of growing interest, and in particular authentication is of supreme
requirement. Any possible malicious attack due to a vulnerable unauthenticated device in an
IoT network becomes a serious concern [6][7]. Many new devices are being manufactured
with old unpatched systems and are hackable. With non-standard methods of IoT
authentication of devices, there are various security risks and challenges that lead to issues in
data integrity, availability, confidentiality, and trust. These pitfalls can even result in a serious
damage to physical networks and businesses [8][9][10]. However, there is a lack of literature
on the IoT authentication and security problems of the new computing platform with a focus
that this could provide more opportunities towards developing better security solutions
[11][12].
The aim of this paper is three-fold: i) Firstly, to provide an overview of the IoT security
requirements and the challenges that helps to study and identify the strengths and weaknesses
of contemporary IoT authentication methods; ii) Secondly, to create an awareness
demonstrate the IoT authentication key attacks that helps, and iii) Thirdly, to propose practical
recommendations and possible future research.
The rest of the paper is organised as follows. In Section 2, we identify the unique IoT
security requirements that differentiate the security and privacy challenges of IoT from
mainstream computer systems. Section 3 provides a review of the commonly adopted IoT
authentication methods and their inherent limitations. In Section 4, we describe a
cryptography-based encryption keys used for IoT authentication and demonstrate an attack of
deciphering the key using certain proven properties of number theory. Finally we provide
recommendations based on our findings in Section 5 and conclusions along with future work
in Section 6.

2. IoT Security Requirements and Challenges
An IoT device being another computing device, the security issues are similar and require
good management of its inherent vulnerabilities, access controls, and system updates/patching
[13][14]. In addition, with limited resources available for IoT, standard computer security
techniques and solutions are not applicable, and any security attack could have a high impact
on millions of IoT devices connected over the Internet [15]. A compromised device could take
control of the entire network posing additional risks. It could interfere with critical network
devices and consumer services with serious data breaches resulting in wrong decisions that
can have an adverse impact on mission critical tasks [8][16].
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Recent studies show that IoT Devices are subject to more attacks due to certain contextual
constraints such as non-standardised protocols, poor vendor support and system
vulnerabilities resulting from open ports or buffer overflows, lack of system updates and
insufficient authentication methods [9][17]. With the rise in IoT devices and related incidents,
we can clearly say that it is not possible to rely on prompt vendor response to address product
lifecycle support issues or system updates that need to also scale well in large environments
[18]. Any delay in informing device vulnerabilities to consumers would deprive them from
foreseeing possible security issues that could result in a massive malicious attack.
We identify a comprehensive list of IoT security requirements that are uniquely different
as compared to traditional computer security requirements. There are challenges in satisfying
each of these IoT security requirements and these are provided below:
i. Confidentiality, which can be achieved by providing access rights for only authorised
users to a given resource. While such an authorisation process determines whether
the authenticated identity has access to the device/data, there are no standard
protocols, policies and procedures enforced for all types of devices connected in an
IoT network [10][17].
ii. Authentication, which is a process of validating user credentials to verify if the data
has originated from a trusted source. However, an authenticated identity could be
forged, tampered, subverted, or validation functions replaced maliciously [19].
iii. Integrity, which ensures that the data received is not tampered and remains the same as
the original during transmission. Any breaches in data integrity via the Internet
could affect the IoT data. Passwords, IoT tokens or encryption leys could be
tampered while transfer, affecting data integrity [9].
iv. Relevance, which ensures that both data and key cannot be replayed due to
fraudulence. However, replay attacks and denial of service have been on the rise
due to maliciousness at the IoT gateway [16].
v. Availability, which guarantees the accessibility of data when required. Network
espionage and other distributed denial of service (DDoS) attacks could affect this
security requirement of data availability even in the IoT landscape [20].
vi. Robustness, which ensures IoT service despite adversaries and provides normal
operations despite any abnormal conditions. This requires network topology
robustness against targeted attacks [18].
vii. Resiliency, which ensures the quality of service (QoS) to be maintained at an
acceptable level of security even when some nodes in the IoT network are
compromised [13].
viii. Energy efficiency, which is very important to consider as minimising IoT energy
consumption for encryption, routing and other control overheads are required to
maximise network lifetime [21][22].
ix. Assurance, which can be achieved with a system-wide threat assessment and analysis
to ensure the ability to disseminate different IoT information [23].
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From the above comprehensive set of key IoT security requirements, we find that a
combination of different security solutions play a major role in ensuring the entire IoT
security. Certain IoT security requirements of QoS such as availability, robustness and
resiliency warrant a collaborative approach with other computer security solutions such as
intrusion detection systems (IDS) for proactively monitoring and detecting maliciousness
before any possible attack. Such solutions are quite complex and expensive for both personal
IoT as well as large scale IoT adoption. However, we could consider simple and costeffective cryptography schemes within the IoT context as the first line to address the
challenges faced with IoT security requirements of confidentiality, authentication, integrity,
and relevance. Cryptography is employed to protect the device access and data privacy by
encrypting messages before transmitting so that only the authenticated user with the right key
are able to decrypt and read the messages [25][26]. Using this method, data integrity,
confidentiality, and relevance could be maintained as any message transmitted via the IoT
network cannot be deciphered without the key. Each step involved in the encryption based
IoT authentication methods will require identification of vulnerabilities and security needs so
that such schemes can be provisioned carefully to meet all the IoT security requirements.

3. IoT Authentication Methods and Limitations
An IoT authentication method is a set of steps to accept the user credentials and validate
them against a trusted authority that results in an authenticated identity [6]. This identity is
then used for the authorisation mechanism in determining whether the correct access to a
given IoT resource can be permitted. These authentication processes, in general, can be
grouped as client and server authentication methods [27]. The type of authentication methods
required very much depend on the application such as e-commerce where the server
authentication may require digital certificates verified by certificate authorities (CA). Such
digital signatures adopt public/private key encryption and many IoT client authentications
may not use public/private key cryptography due to their resource intensive verification
process and the inconveniences involved in everyday transactions [21]. In addition, the need
to consider situations when the authentication methods could fail with adversarial attacks
would involve considerable financial implications in large scale IoT deployments for a realworld implementation.
We identify and summarise popular authentication methods, and their limitations below:


Device passwords - this is the most pervasive and easy to use methods. However,
some passwords in digital wallets or smart cards are randomly generated and may
require activation [22]. Some IoT network protocols require changing passwords
for each communication [24]. Despite high adoptability, passwords could easily be
lost or cracked. Further, consumers avoid using a different password for operational
convenience and its overheads in maintenance.



Client certificates - due to the trade-off between usability and security, there is no
incentive for adoption of client certificates, which is a major drawback [21].
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Digital signatures - with the difficulty to safely distribute public keys and lack of
Public Key Infrastructure (PKI) capabilities with most devices, digital signatures
are not practically pervasive [27].



Biometrics - a unique authenticated identity tied to the individual’s features has an
advantage of uniqueness. However, the drawbacks vary with the method adopted.
Biometrics are quite invasive, tamper-prone and can even be replayed or become
non-permanent with physical or biological changes. Certain feature recognition
requires complex computations that may otherwise lead to high false positives [28].



Web-based - due to long active connection requirement that is a limitation with low
power IoT devices, web-based popular authentication methods may not be suitable
for IoT [12][15].



Cryptography - public/private key cryptography require expensive computations
and server overload. However, cryptographic hashes and authentication tokens are
lightweight and portable techniques more suitable for IoT authentication [21][26].

The abovementioned limitations in IoT authentication and lack of security expertise of
device developers have resulted in the proliferation of weak authentication schemes [22]. In
addition, due to the requirement of minimum user involvement in the scalability of IoT
deployments, simplifying password formats and reducing password re-typing are preferred in
practical IoT deployments [4][19]. In the case of Web applications, the IoT authentication
methods differ depending on the purpose of the service, security and privacy required based
on the sensitivity of data. Authentication methods should be tested with different adversaries
that include interrogating the servers or user accounts for anomalies, eavesdropping by
replaying messages randomly, and active injecting of man-in-the-middle attacks and network
traffic [16]. Overall, while cryptography is well suited for communicating IoT authentication
keys such as tokens, and security hash methods, it should be chosen well in order to protect
from adversaries.

4. Security Attack of IoT Authentication Keys
Cryptography in IoT authentication uses public/private keys where a public key
is used to enccrypt the original message, and a private key
is used
to decrypt the message [19][25]. This is achieved such that two prime numbers, P1 and P2 are
employed to generate a semi-prime

= P1P2, and d is derived using Euler’s totient function

[ φn = (P1 – 1) (P2 – 1) ] along with the extended Euclidean Algorithm
[29].
Using cryptography, the IoT security requirements of authentication, confidentiality, integrity
and relevnace can be ensured with the property that when a public key is transmitted, the
totient φn and the two primes P1 and P2 remain a secret. If φn , P1 or P2 can be determined, the
private key will be compromised and the cypher-text will no longer be secure [29][30][31].
In this section, we provide a security attack of an IoT authentication key demonstrating
how semi-prime could be easily factored and the primes P1 or P2 can be determined, thereby
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compromising the cypher-text. We show how such a security attack is possible for a small
IoT authentication key by using the properties of semi-prime factors from number theory.
Let
and consider test
. Previous works have considered certain
cases based on the characteristics of the factors of a semi-prime that rely on the property that
they are congruent to 1 modulus 4 [32][33][34]. In this work, we consider two cases in the
classification of semi-prime and this determines the constructs of the primes used. Note the
sign of
determines the case used and the test is both simple and concise. We first provide
mathematical derivations of P1 and P2 for the two cases and then apply them to an example of
an IoT authentication key attack, when the semi-prime could be factored using our unique
simple factorisation technique.
Case (1)
Let
Let
Let

Case (2)
Let
Let
Let

Example IoT authentication key with
Test

:
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This above semi-prime factorisation method demonstrating the key-breaking attack is
reasonably quick in the computation for small composites that form typical cryptography keys
used for IoT authentication. However, large semi-primes with the above characteristics are
practically used for cryptography keys to secure communications within mainstream
computer networks. This is because breaking the keys made of very large semi-primes is
computationally intractable and tedious [35]. However, small IoT authentication keys using
such semi-primes are easily prone to attacks as illustrated above with the simple method that
hackers adopt for breaking the encryption keys.

5. Recommendations
On one hand relying on cryptography based secret keys are recommended, understanding
the properties and details of crypto primitives used for IoT authentication is essential. Security
and privacy considerations should include encryption to be associated with any IoT
communications, passwords, data in local and remote storage as well as in transit, etc. It is
important to know the mechanism of logging, updating, patching and even offline security
features of IoT devices. Further, some of the considerations about the IoT gateway should
include how anomalies are detected and what alert mechanisms and interruptions due to any
possible attack can be resolved.
Cloud security presents unique security considerations such as ensuring that the web
interfaces and applications do not have weak authentication methods. It should also include
tracking and updating of third-party components and having appropriate auditing capabilities.
Applications should minimize the use of physical external ports of an IoT device. They
should intelligently respond to any buffer overflow, fuzzing or other possibilities of security
vulnerabilities that malicious attackers could try to exploit.
In order to plan for a continued IoT adoption and growth, we recommend that IoT devices
are able to comply with standard practices, procedures and policies along with appropriate
consumer awareness and training to be part of every vendor requirement and any future
partnership for large scale IoT deployments. Considering the trade-off between usability and
complexity of IoT authentication methods, simple evaluation schemes are required to analyze
for security vulnerabilities due to default passwords, password leaks, password transfers, hash
function truncation, replaying or tampering of authentication tokens, etc. Overall, we
recommend simple and well-tested IoT authentication methods with cryptographic protocols
wherever possible to protect IoT networks from adversaries.
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6. Conclusions and Future Work
IoT is an evolutionary technology envisioning a future for smart homes, smart cities and
smart industries. However, security forms the main differentiating factor for consumer
adoption of personal IoT devices as well as a successful deployment of any large scale secure
IoT infrastructure. In this paper, we first identified the important and unique IoT security
requirements and the associated challenges. Next, we considered the most popularly
employed IoT authentication methods and their limitations due to the resource constrained
context of IoT. While cryptography techniques in IoT authentication methods are
recommended, we demonstrated an IoT security attack of an authentication key using semiprime number theoretic properties that could form an adversary. Finally, we provided
practical recommendations based on the findings of this study. However, there are open issues
as no single IoT authentication method can effectively and efficiently meet the security and
privacy requirements and currently there are no established standard protocols. Our future
research would focus on authentication methods towards developing an end-to-end IoT
security framework.
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