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Abstract.

In the last year, the concept of distributed ledgers has entered mainstream company and policy
agendas. Between different types of ledgers, it can be said that blockchain is the most notable.
Different studies have shown that blockchain technology can reduce bureaucracy, increase the
level of trust in public recordkeeping. In order to make further progress in its implementation
in the different areas, it is necessary first of all that technological and ecosystem maturity of
distributed ledgers have to increase in order to unlock the transformative power of blockchain;
and in second instance the Policy agenda should focus on non-technological barriers, and
create new administrative processes that can be re-engineered for blockchain. But, this new
context, faces new legal challenges: personal data, free circulation of data..., which must to be
analysed. The main objective of this paper is to analyse the new legal challenges from
technical and methodological points of view.
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1. Introduction

We currently live in the Information Society, where new technologies have become
protagonists, becoming part of a multitude of sectors of our society. One of the sectors that
has gained special importance its introduction, is in the public sector, giving place to the
concept of eGovernment (Lee, Tan, & Trimi, 2005).

The eGovernment consists of the implementation of new technologies to serve the
functioning of the State. It is a model that is based on transferring to the digital world the
operations of the government, such as government connections with the citizen, companies or
other governments, bureaucratic procedures, or the administration and management of
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documents under the responsibility of the State (Harrison et al., 2012; Napoli & Karaganis,
2010). These efforts are made with the goal of increasing transparency, preventing fraud,
increasing the participation of citizens in controlling the actions of the administration, as well
as achieving greater efficiency in Public Administration, streamlining processes and reducing
costs (Wallace, 2018).

In order to make this possible, it is necessary to have a support for its application, based on
computer architectures. One of the most novel and revolutionary architectures that currently
responds to these needs is Blockchain technology, also known as chain of blocks (@lnes,
Ubacht, & Janssen, 2017).

The Blockchain technology provides a database formed by a decentralized and distributed
network, it is like a book of records, in which thousands of users are connected through their
computers, which have access to the registered information and have an unalterable copy of
that record (Alexopoulos, Charalabidis, Androutsopoulou, Loutsaris, & Lachana, 2019). It is
also a network that allows numerous transactions to be carried out without the need for
intermediaries or any higher authority (Tasatanattakool & Techapanupreeda, 2018).

But as with any new technology, it must comply with regulations in order to protect the
rights of citizens. This presents a problem as Blockchain is very recent and, to the best of the
authors knowledge, there is no regulation has been made with this technology in mind,
therefore it must adapt to existing regulations (Franciscon et al., 2019; Niranjanamurthy,
Nithya, & Jagannatha, 2019).

The blockchain technology implies that information is decentralized, and many people
have access to it, causing legal consequences in terms of data protection, which must be
studied in order to work on possible solutions (M. Finck, 2018).

The objective of this work is to analyse the legal aspects that Blockchain must comply
with, and some which are not mandatory, in its implementation as part of an eGovernment
application, with regards to the legal aspects of private information protection. To this end,
the work has been organized as follows: in the second section a background is presented, and
the uses of blockchain for Digital Government are introduced, as well as the legal framework
of application in this topic. In this work, we are going to consider the Legal Framework of the
European Union as it is one of the most advanced, and subsequently the Spanish regulation is
applied, as an example of the concretion of a legal framework. In the third section a legal
analysis is carried out, and the work ends with the conclusions.

2. Background

2.1 Blockchain for Digital Government

Blockchain is one of the most interesting information technologies at present and has been
highlighted by the World Economic Forum as one of the main emerging technologies.
Etymologically speaking, Blockchain is an English term derived from the concept of "chain of
blocks™ that it employs for the storage of information, which is a rather unconventional
approach for data storage designed to make the society more transparent and more truthful.

27
info@socialsciencesconf.org

www@socialsciencesconf.org

world conference on

SOCIAL SCIENCES

SOCIALSCIENCESCONTF



world conference on
RESEARCH in
SOCIAL SCIENCES

SOCIALSCIENCESCONTF

The world conference on research in
SOCIAL SCIENCES
21-23 February, 2020 Rome, Italy

The Blockchain model was defined in 2008 by Satoshi Nakamoto and this revolutionary
system was rapidly applied in the crypto currency, in his paper entitled "Bitcoin, A peer to
peer Electronic Cash system", it was described it as a peer-to-peer system, through which
crypto currencies could be executed safely. Since then, the applications of this new
technology have evolved, and today it is considered one of the most innovative, and its
application to numerous sectors of society is the object of study (Legerén-Molina, 2019).

Through this system we can store information and carry out transactions without
intermediaries, all thanks to the characteristics it presents:

1. It is a decentralized network. The transactions made are automatically recorded a
copy in each node in each device of the user connected to the network. Therefore, a
multitude of people will have access to this information, being able to verify that it
has been carried out and checking that there is no attempt of alteration. This feature
provides security, as it makes hacking almost impossible and impractical, as it
would require thousands of computers and would spend a lot of energy and money
trying to eliminate the copy of each user. So, you would spend more than you could
get by hacking the system. In addition, this feature would also provide
transparency, as users know in real time, every transaction or information entered
into the system (Rizal Batubara, Ubacht, & Janssen, 2019). However, in the legal
field, this feature has consequences with respect to data protection regulations
(Porxas & Conejero, 2018).

2. Immutability. The information you enter cannot be deleted or modified. Only
information can be added. On the one hand this feature prevents fraud, prevents any
manipulation. If an attempt is made to modify data contained in an already
validated block, it would cause the Hash to be changed and consequently that of the
following blocks as a domino effect. This would be detected by the participating
nodes or users and the string would be invalidated. On the other hand, the
immutability of the entered information, in combination with the its ease of access
by everyone, generates more legal consequences with respect to the Personal Data
Protection legislation (Legerén-Molina, 2019).

3. Absence of intermediaries. The certification and security of documents are not
given by a notary or a superior institution, they are given by the users. From this
characteristic a greater flexibility in the system is acquired, reducing costs and time
in procedures.

The users that can be found in the network are of two types, on the one hand, there are the
users, who want to use the network, make transactions and exchange information, and on the
other, there are the miners, who create the blocks where the information is stored. The latter
create the blocks from mathematical operations and then add them to the chain where users
validate, and if it is correct begins to replicate in all nodes. In this way the miners charge for
their services (Dolader Retamal, Bel Roig, & Mufioz Tapia, 2017).

Regarding the functions that can be performed, in addition to its registration function, by
storing information, also allows us:
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e The exchange between your users of money, securities, rights... through tokens.
Tokens are the creation of digitized assets. And in the Blockchain system they
function as means of exchange.

e It allows the creation of Smart contracts. These contracts allow token transactions
to be made through the Blockchain network. Besides, its execution is linked to a
pre-programmed condition, so that when that condition is met, the contract will be
executed by itself. These also have legal consequences regarding their modality as
a contract and their validity (Legerén-Molina, 2014).

It is worth mentioning that the original technology has evolved giving rise to different
types of blockchain, depending on who has access to the information, so when implementing
a blockchain solution there are three possible technologies (Lin & Liao, 2017):

e The first access policy is the Public blockchain, which are characterized by the fact
that anyone can participate in the network and every participant has access to the
information contained in the blockchain. As it is an open network participant do not
need permissions to access and their identity can be anonymous. This type of chain
is best suited to the use of intelligent contracts. Notable examples of this type are
Bitcoin and Ethereum.

e Secondly, the Private blockchain does not grant access to everyone, instead you
need permission from the creator. The identities are known by the creator or
managing organization where the permissions are centralized. The number of users
is limited as well as the actions they can perform. These chains would lose the
characteristic of transparency of the information presented by the public as their
autonomy focuses on a single organization. They are mostly used by companies
with the goal of maintaining greater privacy. Examples of this type are Hyperledger
or Multichain.

e Lastly, we find the federated or consortium. In this case the autonomy does not
have a single organization, but several that unite to decide the conditions of the
network with a group leader coordinating this interaction. These are partially
decentralized systems which are mostly more used in the financial sector. One
example of this usage by a financial institution can be found in R3(Banks)
(Legerén-Molina, 2019).

In short, Blockchain is a technology that we must consider in the government framework
because it would bring us numerous benefits such as:

e Reduced economic costs, time and complexity of government information
exchange processes. It would increase the connections between government and
citizens and between public administrations. For example, public institutions could
exchange information about taxes or crime quickly and cheaply.

e Reduction of bureaucracy, discretionary power and corruption, using distributed
accounting books and the use of intelligent contracts.

e Increases of automation, transparency and accountability of information in
government records for the benefit of citizens.
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e Increased confidence of citizens and businesses in government processes and
records as they are not under the sole control of government (Allessie, Sobolewski,
& Vaccari, 2019).

Given the strong points of blockchain technology, it is no surprise that many more
companies, countries and international organizations (Figure 1) are adopting it for their
capabilities of providing transparency, participation, traceability and security.

Figure 1: Blockchain in the Public Sector, as of March 2017. Blockchain experiments in the public sector are
accelerating globally, with a concentration in the US and Europe.
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An example of the implementation of this system is the Estonia’s government, that in the
90’ began to build the foundations for today’s e-services. The country created a population
database, which included an individual’s name, ID code, date of birth and place of residence
(“Blockchain — e-Estonia,” n.d.). The country developed an online identity system and
digital signatures that enables citizens to easily verify themselves when performing online
tasks such as banking and voting. They are also the creators of the first international e-
Residency programme (Figure 2) that enables digital entrepreneurs to start and manage an
EU-based company online.
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Figure 2: Estonia e-Residency kit.

Source: https://e-resident.gov.ee/welcome/.

2.2 Legal Framework

Blockchain is a new technology that does not yet have a specific regulation. That is why it
must be adjusted to the current legislation. However, due to its characteristics, it conflicts with
data protection regulations.

The legislation in which we will base ourselves to know the limits of this technology is the
following one:

e Regulation (EU) 2016/679 of the European Parliament and of the council of 27
April 2016, on the protection of natural persons regarding the processing of
personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation)

e Organic Law 3/2018 of 5 December on the Protection of Personal Data and the
guarantee of digital rights

Also we will make a mention on one of the functionalities that contain Blockchain, the one
to realize intelligent contracts, the same ones will have to adjust to the general principles of
the contracting, to the rights and obligations gathered in the country of execution, in our case
to the Spanish Civil Code.

3. Legal Review

The technology advances in a fast way with respect to the legislation, and for that reason, it
is necessary to evaluate the legal aspects that affect the Blockchain technology, so that it
allows us to continue advancing.

First, before going into the aspects that produce legal consequences in Blockchain, we
must know why the data protection regulations apply. The Regulation (EU) 2016/679 of the
European Parliament and of the council of 27 April 2016, on the protection of natural persons
about the processing of personal data and on the free movement of such data, protects the
personal data of natural persons of European citizens. Therefore, the data of legal entities
spilled in Blockchain will not have this protection. On the other hand, in spite of the fact that
the Blockchain data are encrypted by cryptographic techniques, such as the so-called Hash,
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the Regulation will also be applicable and so the European Data Protection Authorities in the
Working Group, Article 29, clarify that they include as personal data any encrypted data,
including through the use of Hash, algorithms in the block strings. Also, the jurisprudence of
the TJUE, of the Second Chamber of the TJUE, in its sentence 582/14 of October 19, 2016,
establishes that when the pseudonyms combined with other data allow to identify the person,
these data will have personal character.

Therefore, all the data poured in blockchain, of personal character, whether encrypted by
cryptographic techniques or pseudonyms, and always within the European framework, the
Data Protection Regulation of the European Union will be applicable to them.

Furthermore, in countries such as Spain, its Organic Law 3/2018, of 5 December, on the
Protection of Personal Data and the guarantee of digital rights, we must bear in mind that it
also extends the protection of the data of deceased persons, in its Article 3.

Once we know that the European Data Protection Regulation applies and is complied with,
we move on to analyse what aspects influence it. On the one hand, this system complies with
some of the essential elements protected by the regulation, such as consent requirements. The
proof of this is recorded in the system's transaction history, which shows that users always
validate and verify the information that enters the chain. On the other hand, it complies with
design privacy with pseudonyms and hash algorithms, users' information regarding personal
data is encrypted.

However, there are other points that conflict, due to their decentralized and immutable
nature, and they are the following:

e Right to rectification. The immutable character, implies that once the block is
closed the information cannot be modified, which is incompatible with the right to
rectification contained in Article 16 of the Data Protection Regulation of the
European Union, which must allow the data subject to rectify data that are
inaccurate. By means of the Blockchain system it will only be possible to add
information but never to modify it.

e Right to erasure (‘right to be forgotten’). With the immutable character, it also
implies that the information cannot be deleted. Once information is added to the
chain and validated, it is impossible to remove it. This is incompatible with the
right to erasure, contained in Article 17 of the Data Protection Regulation of the
European Union, since the interested party has the right to have his personal data
deleted if he so requests.

e Principles relating to processing of personal data. As we do not know the period of
conservation of the information in Blockchain, it is incompatible with Article 5 of
the Regulation, about the principles relating to processing, since it provides for the
limited conservation of information.

o Data controller. Regulated in the chapter 1V of the Regulation. At Blockchain there
is no Data Controller. Due to the decentralized nature of Blockchain, each
participant in the network is placed on an equal footing with the others regarding
the transactions, each one validates and verifies its own information and that which
includes the others. So, there is no single figure to whom to turn in order to be able
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to exercise the rights in the regulations, or who determines the data and purposes of
the processing, or in short who controls that the obligations established by the
regulations are fulfilled. In this way, there is also no third party responsible, such as
the data protection delegate, if the large-scale data requirements are met
(EUBIockchain, 2018).

Currently in Europe there are no case law pronouncements regarding Blockchain and Data
Protection. However, we highlight the report of the European Parliament: "Blockchain and
General Data Protection Regulation. Can distributed ledgers be squared with European data
protection law?” On the possibility that these digital books can be brought into line with
European data protection regulations. It sets out what is needed to bring regulations into line,
and that is through regulatory guidance, support for codes of conduct and certification
mechanisms to provide greater legal certainty and also funding for research, as it considers
that solutions could be found through interdisciplinary research, the development of technical
and governance solutions and experiments with block chain protocols (Michele Finck, 2019).

It should be noted that there are already companies working on possible solutions for
blockchain and its adaptation to certain elements of the Regulation. For example, work is
being done to incorporate an "editable blockchain”, by means of which the information
entered can be modified or deleted (Legerén-Molina, 2019).

With respect to Blockchain's functionalities, such as Smart Contracts, with respect to its
legal aspects, these contracts will be valid if they respect the requirements of the Civil Code
and the specific legislation depending on the object of the contract (Legerén-Molina, 2014).

4. Conclusion

Society has undergone a process of transformation in the way it works, leaving behind
traditional forms of organization and becoming a Globalized Society.

Furthermore, with the arrival of the Information Society, where technologies have come to
stay, adapt and provide benefits, they demand from the State a process of modernization and
implementation of new technologies for the development of their management and
organization.

Through eGovernment, this implementation of new technologies is made possible. And it
is that more and more information is stored and managed, which makes more difficult and
costly the administrative tasks of governments. A new technology appears for it, the
Blockchain technology which brings us numerous benefits that until today we had not seen.

Through this technology there are many initiatives that could be carried out, speed up the
processes of Public Administrations, increase the transparency of information, gain trust with
citizens by increasing their connection with the State, prevent fraud or develop Smart
Contracts, and all from its distributed database.

The problem is that the technology progresses in an unstoppable and fast way, this causes
the regulations that regulate it to become obsolete, not adapting to the new technological
challenges. Therefore, it will be necessary to carry out legislative work that, considering the
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characteristics of the technology, adapts to its use, without forgetting the protection of
citizens' rights.

For that reason, in Blockchain and its possible use in the eGovernment, in which it
contributes us numerous benefits, it will be necessary to consider the aspects that limit us its
use, in this case in front of the regulation of Personal Data Protection. With the purpose of
solving it by means of a compromising and innovative legislative work. In such a way that the
regulations never suppose us an impediment in the technological evolution of our society.
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