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The paper aims at drawing attention on cyber security risks the
financial industry is exposed to, which recently started to raise
increased concern among European and international authorities, in
terms of proper prevention, identification, assessment and
management. It is an issue of utmost importance the more so that
the financial landscape is continuously changing, to keep pace with
the technological innovations applied to banking activity,
digitization, large-scale use of internet banking/mobile banking.
Cyber security risks are included in the broader framework of IT
fraud; neglecting their careful monitoring would trigger serious
financial and reputational implications for the financial industry.
The paper synthesizes the guidelines and reports recently published
by the International Monetary Fund, World Bank, Bank of
International Settlements, European Central Bank, European
Commission, big-four audit companies as well as research centres,
to illustrate which is their response to the digital environment trend
and cyber security challenge. Then, it reviews the main typologies
of threats included in the cyber security risk, graphically depicts the
perceived exposure to cyber risks in comparison with other
categories of risks, delineates between key risks and emerging risks,
and discusses the risk management responsibilities to be assigned to
bank’s board, operational management, risk/internal
control/compliance oversight function and internal audit function
(known also as the three lines of defence).

1. Introduction

Digitalisation of banking activity exerts an impact on the features depicted by financial
products, on their cost, but also it significantly changes the territorial spread of the bank branch
network and its exposure to risk, by raising cyber security concerns. Andersson et al. (2018)
analyse the potential impact of digitalisation on banks’ costs and profitability, which seems to
be multifaceted and nuanced. Increased investments in digital technologies are able to improve
bank revenues and efficiency, stimulating profitability. But they entail also additional running
costs represented by the cyber security threat.

The pace of digital transformation across European countries and the substitution of traditional
bank branch networks by digital channels are highly heterogeneous. As figure 1 illustrates,
banking systems in Northern Europe countries record the smallest territorial branch networks
due to large scale use of internet for banking purposes.
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Figure 1. The share of population using internet banking vs. the number of branches per 100,000
inhabitants (2017 year-end data); Legend: x-axis: percentage of individuals using the internet for
banking; y-axis: number of bank branches per 100,000 inhabitants; (Source: Anderssen et al. 2018, p.
131)

A comprehensive definition of cyber-risk includes it in the category of operational risks “to
information and technology assets that have consequences affecting the confidentiality,
availability, or integrity of information or information systems” (Cebula and Young, 2010).
The Chartered Institute of Internal Auditors (2018) draws attention that organisations of all
types, both in the public and private sectors, are becoming more vulnerable to the risks related
to technology dependence. The Institute of Internal Auditors (2016) claims that “cyber
security must be considered holistically and systemically, as the effects of failure can range
from an inability to conduct basic operational processes, to loss of intellectual property, to
potentially significant reputational damage. It is not solely a technology risk; it is a business
risk”.

Globally, the financial sector is highly exposed to cyber risk, irrespective it is a low-income
or developed economy. To better monitor its trend, the International Telecommunication Unit
of the United Nations has launched a Global Cyber Security Index (see figure 2). It can be
noticed that cyber security monitoring is the highest in Europe, America and Asia.
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Figure 2. The Global Cyber Security Index (2017) (Source: Bouveret, 2018)
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Although the situation looks optimistic, in practice there is a consensus among cyber experts
that an IT system can hardly be completely cyber-secured, due to the manifold external and
internal threats. Cyber-risk, as any other type of fraud risks, can be mitigated but not
completely eliminated (CEPS, 2018).

Data breaches recorded as cyber-incidents may be represented by: steal of customer data or
of money from customers’ accounts, unauthorised access to customer information and
databases by using an internal login, phishing, business disruption.

Frauds committed by relying on one of the three channels: internet baking, mobile banking or
phone banking are included in the category of remote banking fraud losses and share the same
basic feature: a fraudster gains access to an individual’s bank account and makes an
unauthorised transfer of money from that account. Banks and card companies have stopped
the occurrence of unauthorised fraud in total amount of £1.66 billion in 2018 (UK Finance,
2019).

The Institute of International Finance (2017) classifies cyber-attacks in four main categories
(see figure 3) and emphasizes that any attack on financial system’s critical components or
services could have either direct or indirect impacts that could threaten the stability of the
financial system, or the financial security of its participants.

N

Cybe r-crime ethe motivation is a financial gain (e.g. attacks that seek to steal money);

J

egain information on another organization (e.g. political, financial,

Cyber-esp|onage capitalistic, market share, etc.);

Cybe r-hacktivist sinvolves stealing information to serve a political agenda;
J
N
*a country’s effort or transnational threat to compromise/coerce an
Cyber war adversary via a cyber-attack

Figure 3. Typology of cyber-attacks

Other data collected by the Systemic Risk Barometer survey revealed that respondents asked
to identify the top 5 systemic risks to the broader economy, looking ahead into 2018 and
beyond, have mentioned cyber risk on the first position, followed by geopolitical risk, impact
of new regulations, and Great Britain exit from the EU (Bouveret, 2018).

The audit company KPMG (2018) has performed a ranking of the top risk categories
institutions are exposed in the near future, the first place being held by digitalisation, Industry
4.0 and Internet of Things. The following positions are occupied by cloud computing, the EU-
General Data Protection Regulation and the cyber security. Digitalisation is considered an
emerging risk, while cyber security is a key one.

The survey performed by the European Confederation of Institutes of Internal Auditing (2019)
among the heads of the internal audit department in 9 European countries uncovered the list
of the hot topics monitored by them in the last years, as well as future prospects. The
conclusion is striking: cyber security and data protection represent a top concern (figure 4).

35



INTL. J. APPL. Res. MANAGE. & ECON., 2 (4):33-38, 2019

2018

2019

2020
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Cybersecurity: a path to maturity
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Vendor risk and third party assurance
The culture conundrum
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Sustainability: the environment
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Anti-bribery & anti-corruption
compliance
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Workplace culture: discrimination
& staff inequality

A new era of trade: protectionism
& sanctions

Risk governance & controls: adapting
to change

Auditing the right risks: taking a

Cybersecurity & data privacy: rising
expectations of internal audit

The increasing regulatory burden

Digitalisation & business model
disruption

Looking beyond third parties

Business resilience, brand value &
reputation

Financial risks: from low returns to
rising debt

Geopolitical instability & the
macroeconomy

Human capital: the organisation of
the future

Governance, ethics & culture: the
exemplary erganisation

Climate change: risk vs opportunity

genuinely risk-based approach

Figure 4. Monitoring areas considered by internal audit departments (Source: European
Confederation of Institutes of Internal Auditing (2019))

2. Review of regulatory frameworks related to the cyber security challenge
In Europe cyber security is jointly targeted by the EC and other European authorities, as well
as by central banks and practitioners. In 2013 the European Commission has adopted a Cyber
security Strategy for the European Union while in 2016 it has been adopted the Network and
Information Security Directive meant to enforce European cyber security law, by adding new
information security and incident notification requirements for operators of essential services
and digital service providers. Also, in 2016 it has been adopted the General Data Protection
Regulation which constitutes too a major shift in European data protection law.

Another international organisation that significantly contributes to achieving a state of global
financial integrity is the International Monetary Fund. Its Strategy on Anti-Money Laundering
and Combating the Financing of Terrorism first launched in 2014 has been recently revised
and updated (IMF 2019), so as to outline Fund’s on-going engagement in all areas that could
negatively affect financial integrity, such as Fintech, illicit financial flows, and relevant
aspects of cyber security.

The Chartered Institute of Internal Auditors (2018) warns that “forthcoming regulations will
increase the burden on organisations to ensure they have effective cyber security strategies
and culture in place, in addition to robust controls and policies to prevent and remediate
attacks”.

Regulatory frameworks have to be complemented with appropriate tools meant to quantify
cyber risk exposure. In this respect, a singular approach belongs to International Monetary
Fund (Bouveret, 2018) which developed a quantitative framework for assessing cyber risk in
the financial sector. Bank of England has designed a framework called CBEST to deliver
controlled, intelligence-led cyber security tests for systemic financial institutions in UK,
meant to look for potential network entry points from the target organisation’s website, to
identify vulnerabilities that can be exploited by fraudsters, and then simulating a cyber-attack
by using the tactics, techniques and procedures of threat actors known to have an interest in
the target organisation.

3. Cyber security risk management

The Chartered Institute of Internal Auditors (2018) highlights that a “strong cyber awareness
culture is one of the best defences against cyber-attacks” and states that the internal audit
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function plays a crucial role in ensuring that this culture is understood and effectively
implemented by staff at all levels.

A proper cyber risk management framework is the result of defining several layers of risk
defence, represented by bank’s board and executive management function and the so called
three lines of defence, namely: operational management, risk/internal control/compliance
departments and internal audit (Chartered Institute of Internal Auditors, 2018).

UK Finance (2019) emphasizes that financial industry has to strengthen its commitment
towards tackling fraud and scams by implementing various measures, such as:

- advanced security systems to protect customers, including real-time transaction analysis,
sophisticated ways of authenticating customers, behavioural biometrics on devices and
technology;

- design of a Banking Protocol to serve as rapid warning and response scheme through which
bank branch staff can alert police in case of fraud suspicions;

- Developing new technology meant to track suspicious payments and identify money mule
accounts.

A complementary initiative belongs to the Centre for European Policy Studies - CEPS (2018)
that has organised a Task Force meeting gathering experts from the financial industry, tech
industry, national supervisors and European institutions. The policy recommendations raised
in order to boost financial industry’s cyber-resilience against current and future threats are:
v need for increased convergence in the definition of cyber-incidents;

v"improvement of the existing framework for cyber-incidents reporting;

v adopting a decision on whether the data held by the centralised hub should be shared with
supervisors, and customers;

v development of consistent, reliable and exploitable statistics on cyber-trends;

v implementation of best practices for cyber-hygiene by regulators and supervisors;

v’ strengthening of the European Cybersecurity Certification Scheme;

v reinforcement of cross-border cooperation and legal convergence, both within the EU and
globally;

v design of best practices for the resolution of cyber-attacks cases;

v' Assessment by policy-makers of the feasibility and necessity of creating an emergency
fund in case of large cyber-attacks.

The analysis performed by Siddigi (2020) reveals that cyber-risk is and will be an on-going
challenge. The sooner the financial industry will develop and implement a harmonized
framework and an elevated risk awareness and management, the better resilience it will show
to this risk. The author estimates that cybercrime could cost banks globally $350 billion in the
next five years and emphasizes the importance of taking rapid actions, as larger banks prefer
to report mitigations of this risk as being a work in progress.

4. Conclusion

An open question which poses great concerns for regulators and financial industry is whether
they manage appropriately the financial crime risks, among which cyber risks are increasingly
present. Proactive conduct and collaboration between all directly involved actors in the
financial industry is of utmost importance, in order to uncover new, emerging risks and the
measures and regulations to be adopted to mitigate them.

The Institute of International Finance (2017) recognizes the efforts already done by the private
sector and the authorities to address the increasing threats arising from cyber-attacks, but
claims that more analyses need to be performed so as to target the emerging threats to financial
stability.

Mester (2019) explains that cyber resilience goes hand in hand with the constant evolution of
the financial system and increased reliance on new, digital technologies for performing
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financial transactions. The rapid pace technological change embedded in almost all banking
business lines and risk management processes brings additional challenges and risk exposures.
Central banks too have to adapt financial regulations and monitoring tools and keep pace with
technological and cyber security advances for strengthening their prudential supervision
frameworks and maintaining financial stability. To safeguard the well-functioning and
resilience of a financial system, in the benefit of the real economy and society, it is necessary
that financial sector keeps investing in cyber security because cyber security is considered a
public good. More specifically, a sound and safe financial system conveys benefits to us all.
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